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Introduction 
 

The Association of American Publishers (AAP) is the national trade association of the U.S. 
book and journal publishing industry.  AAP’s some 400 members include most of the major 
commercial publishers in the U.S., as well as smaller and non-profit publishers, university presses, 
and scholarly societies.  AAP members publish hardcover and paperback books in every field, 
scholarly journals, computer software, and electronic products and services.  The protection of 
intellectual property rights in all media, the defense of the freedom to read and the freedom to 
publish at home and abroad, and the promotion of reading and literacy are among AAP’s highest 
priorities.   
 

The AAP and its members appreciate the opportunity to provide its views in this inquiry.  
Over the last two years, the issue of online piracy and improving the means through which this 
problem is addressed has been the subject of much government review.  Unfortunately, the various 
avenues of review have yet to lead to any progress in ensuring that rights holders have adequate 
and effective means to protect and enforce their rights against copyright infringement online.   
 

mailto:adler@publishers.org
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In these comments, we address the specific areas of inquiry posed by the Copyright Office 
under the general subject matter headings outlined in the Notice of Inquiry (NOI). 

 
I. General Effectiveness of Safe Harbors: Need to Further Qualify Eligibility 
 

The safe harbor regime was intended to protect innocent, responsible parties engaged in 
neutral conduct – i.e., the transmission and routing of online communications; system caching; 
storage of material on its system or network at the direction of a user; and, use of information 
location tools to refer or link users to materials at an online location. The safe harbors were not 
intended to benefit service providers that would traditionally have been held liable for knowing 
about and facilitating infringing activity, nor those entities that profit from infringement that they 
have the right and ability to prevent.   

 
Today, however, the safe harbor protections are in fact being used as a shield by many 

online service providers that do little more than respond to DMCA notices while operating within 
technological site structures and related business models that invite users to upload infringing 
material. 

 
a. The Definition Of “Service Provider” Is Too Vague And Overbroad.   
 
The long-standing problem stems in part from the broad definition of “service provider” in 

Section 512(k)(1)(B), under which any and all types of “service providers” – including online 
entities that were not anticipated by Congress at that time – would appear to be eligible for safe 
harbor protections.1  

 
When the DMCA liability limitations were negotiated, Congress, as reflected by the 

definition of “service provider” in Section 512(k)(1)(A), primarily had in mind service providers 
that were “true” common carriers – i.e., telecommunications companies that (like other common 
carriers) could not choose which communications they would transmit through their networks, and 
online forums (such as Usenet groups) that merely allowed for intermediate storage of user 
communications. Simply put, the service providers to which the safe harbors were mainly intended 
to apply were those that did little more than provide online access and, through an automated 

                                                        
1 See, e.g., Jane Ginsburg, Separating The Sony Sheep From The Grokster Goats: Reckoning The Future 
Business Plans Of Copyright-Dependent Technology Entrepreneurs, 50 ARIZ, L. REV. 577, 593 (2008) 
(“‘Online services’ are not defined. In the abstract, the term could mean any services offered online, 
including the service of making copyrighted works available to the public. Or the term could mean 
services specific to being online (other than network access, for which the definition specifically 
provides). Under the first interpretation, anyone who operates a website is a “service provider.” 
Under the second, an entrepreneur who hosts a website is a “service provider,” as is one who 
provides online search services; …”). 
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technical process, forward or transmit messages and materials.  At no point did such service 
providers engage in conduct that promoted infringement by their subscribers.2 

 
However, the scope of the second definition of “service provider” in Section 512(k)(1)(B) is 

much broader. Although intended to cover “providers of online services or network access, or the 
operators of facilities therefor,” such as those providing Internet access, e-mail, chat room and web 
page hosting services, including universities and schools to the extent they perform those 
functions,3 this definition was codified in sufficiently sweeping terms to encompass what have 
come to be known as “cyberlockers” or “hosting sites.” Many of these sites seem duplicitous in their 
handling of infringement – despite being technologically content-neutral and generally compliant 
with takedown notices under Section 512(c)(1)(C), their business models invite users to 
continually upload infringing works that attract traffic to the site and provide opportunities for the 
operators to earn revenue through the sale of advertising or subscriptions relating to the presence 
of such content. Because of the broad definition of service provider in Section 512(k)(1)(B), these 
“structural infringers” are able to qualify for safe harbor protection even though they purposefully 
exploit the uploading of infringing materials that Section 512 is intended to deter and alleviate.4 

 
b. Suggestions For Fine Tuning The Section 512(K)(1)(B) Definition Of “Service 

Provider”.           
 
It is quite likely that any attempt to re-define the term “service provider” in this second 

definition, or even to recalibrate the qualifications for safe harbor eligibility among the different 
entities involved in the Internet ecosystem, would not be substantively or politically easy.  
However, given the clear relationship between the continuing proliferation of online infringements 
and the emergence of this Congressionally-unforeseen breed of service providers that manages to 

                                                        
2 See S. REP. NO. 105-190 at 54 (1998) (“This “freestanding definition is derived from” the definition 
of “telecommunications” in 47 U.S.C. Section 153(48) “in recognition of the fact that the functions 
covered” by it are conduit activities, but the Committee has reworked the definition and written 
subsection [(k)(1)(A)] to make it appropriate for the Internet and online media.”); see also H. REP. 
NO. 105-551 at 24 (1998) (“The exempted storage and transmissions are those carried out through 
an automatic technological process that is indiscriminate – i.e., the provider takes no part in the 
selection of the particular material transmitted—. . . “). 

3 S. REP. NO. 105-190 at 54-55. 

4 In addition to cyberlockers and other “hosting sites,” publishers and other rights holders are 
vexed by online infringements advanced through “linking sites” and “torrents” (which are often 
accessed by linking sites). Many of the linking sites make money from advertising or referral fees 
from cyberlockers (to the extent they link to cyberlockers rather than torrents).  Like hosting sites, 
these online entities typically will only take down specific links identified as infringing, even if 
whole sections of a site are 100% devoted to posting or sharing of infringing links. See generally 
DAVID PRICE, SIZING THE PIRACY UNIVERSE (Netnames, 2013) (discussing cyberlockers, linking sites 
and torrents sites as well as their business models), available at 
http://www.netnames.com/digital-piracy-sizing-piracy-universe.    

http://www.netnames.com/digital-piracy-sizing-piracy-universe
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obtain safe harbor protection from liability while inviting and exploiting such infringements, 
clarifying the differing ways in which the operational structures and business models of different 
types of service providers relate to the uploading of infringing materials by their users would be a 
productive path to differentiating between service providers with respect to their eligibility for safe 
harbor protection, thereby establishing clearer grounds for the application of safe harbor 
protections to different types of service providers.   

 
For instance, the redundant coverage of mere conduit service providers under both 

statutory definitions5 has imposed an approach to defining other types of service providers for 
purposes of safe harbor eligibility that is unnecessarily and inappropriately vague and overbroad. It 
would be more appropriate to consider revising the Section 512(k)(1)(B) definition so that this 
second definition would be based on factors drawn from the specific nature and behavior of such 
other service providers that relate to their varying accountability for the uploading of infringing 
materials to their sites or systems by their users.  

 
Thus, distinctions may be established between an intermediary that provides a range of 

services including content hosting (such as a Dropbox), and a search engine (or what the statute 
refers to as “information location tools.”). Under such an approach, service providers whose roles 
involve more than just facilitating the mere transit of content through their infrastructures, 
including through system caching, could perhaps be subject to additional criteria against which 
their qualifications for safe harbor protection are measured.6  Such criteria could provide clear 
distinctions between so-called “good faith” intermediaries and “bad faith” intermediaries. Rather 
than a narrow focus on mere compliance with Section 512(c) notifications, eligibility for safe 
harbor protection should be based on an evaluation of whether a service provider employs a 
business model or site structure that attracts infringing uploads and, if so, takes reasonable 
measures to prevent rampant infringement occurring on its site/service.   

 
Beyond the existing Section 512 requirements for safe harbor eligibility that are additional 

to the individual safe harbor terms defining qualifying service providers,7 factors such as the 

                                                        
5 See S. REP. NO. 105-190 at 55 (“The [(k)(1)(B)] definition also specifically includes any entity that 
falls within the first definition of service provider.”) 

6 See, e.g., Ginsburg, supra note 1, at 594-595 (“§ 512 exculpates ‘storage at the direction of a user’; 
it does not suspend liability for other acts in which the service provider might engage with respect 
to the user-posted content. Additional acts, such as extracting portions of the posted content for 
separate performance or display, transferring the posted content to user-selected websites, or 
setting up ‘sharing’ networks for the posted content, may fall outside the scope of mere ‘storage.’”) 
(emphasis in original). 

7 See, i.e., requirements for expeditious removal or disabling of access to allegedly infringing 
material in response to copyright owner notification, and identifying a Designated Agent for receipt 
of such notifications, that are applicable under §512(c), and requirements for implementation of a 
“repeat infringer” policy and non-interference/accommodation regarding standard technical 
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following may be used to ascertain whether a service provider should qualify for safe harbor 
protection: 

 
1) whether the service provider’s behavior increases infringement;  
2) whether the service provider allows users to upload anonymously;  
3) whether the service provider rewards or incentivizes users for uploading content that is 

likely infringing; 8   
4) whether the service provider enables the uploader to obtain a link to publicly distribute 

their uploaded content;  
5) whether the service provider allows unlimited downloading by anonymous third 

parties unknown by the uploader;9 
6) whether the service provider has failed to adopt commercially reasonable technical 

measures suitable to its service to reduce infringement, including the re-uploading of 
works that were the subject of a compliant notification from a copyright owner; 

7) whether benefits realized by the service provider can be attributed to infringement, e.g., 
increased traffic to their site and/or increased profit from selling advertising, 
subscriptions, and service enhancements such as faster downloading speeds; and 

8) the overall quantity or percentage of infringements or links (as compared to non-
infringing content or links) to infringements on the site. 
 

II. Notice-and-Takedown Process 
 

As envisioned by Congress in 1998, the notice-and-takedown process was to be an efficient 
way through which rights holders and service providers would cooperate to fulfill their respective 
complementary roles in promoting electronic commerce, while also protecting the intellectual 
property rights of content creators and distributors. Today, given the proliferation of numerous 
sites structured to invite and facilitate large-scale infringement, the process has become not just 
inefficient but burdensome and ineffective both for rights holders and service providers.  

 
                                                                                                                                                                                   
measures, both of which are applicable to all four of the § 512 safe harbor categories under § 
512(i). 

8 For instance, many bad faith intermediaries reward users based on the type and amount of 
popular content that is uploaded, or the number of downloads of such content. This type of practice 
encourages users to upload infringing content. 

9 These features are distinguishable from legitimate cloud storage services, such as Dropbox.com, 
that incorporate safeguards such as upload limits, securing accessibility of content to intended 
recipients, requiring users to register even to use the site’s free service, and clear reminders that 
users cannot upload infringing content. See generally https://www.dropbox.com/ (last visited Mar 
28, 2014) (emphasizing on the homepage that Dropbox is for making “Your Stuff” available 
anywhere).  

 

https://www.dropbox.com/
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Apart from its manipulation by structural infringers, the notice-and-takedown process 
under Section 512(c) of the DMCA has been rendered largely ineffective due to the sheer volume of 
infringing material that is constantly and easily making its way online; the undue burden of the 
system on rights holders of all sizes; the manner in which some service providers handle 
notifications; and, judicial interpretations of the statute that conflict with both Congressional intent 
in enacting the scheme and the realities of the online world.    

 
a. The Sheer Volume Of Takedown Requests Shows The System Is Not Achieving Its 

Objective. 
 

The notice-and-takedown process continues to work reasonably well with respect to 
service providers that are mere conduits under Section 512(a) or engage in system caching through 
an automatic technical process under Section 512(b). However, recent experience shows that the 
process does not work effectively and is certainly no longer a workable solution “over the long run” 
for many other types of service providers under Section 512(c) and (d).  Rights holders send 
millions of notifications, yet these collectively have had little impact toward reducing the volume of 
infringing material available through the numerous sites employing the safe harbors to shield their 
responsibility for the persistent presence of infringing material or activity.    

 
For example, Google claims this to be evidence of the notice-and-takedown process working 

as intended.10  However, the company’s earnest defense of the continued viability of the notice-and-
takedown process would be laughable, if the consequences of this never-ending game of whack-a-
mole were not so severe for rights holders.  The company’s Transparency Report shows that the 
volume of notifications has not merely increased, but has exponentially grown over the last 3 
years.11  Rights holders do not view the explosion of notifications as an indication that the system is 
working as intended. For if infringing content continues to be rampant despite the volume of 
notifications being sent, this can only indicate that the system is not working. Evidence that the 
very same infringing content is easily and quickly re-uploaded to the same site after removals 

                                                        
10 See Section 512 of Title 17: Hearing Before the Subcomm. on Courts, Intellectual Property, and the 
Internet of the H. Comm. on the Judiciary, 113th Cong. 44, 47  (2014) (testimony of Katherine Oyama, 
Sr. Copyright Policy Counsel, Google Inc.) (“The increasing volume of takedown notices 
demonstrates the continued relevance and effectiveness of the DMCA’s notice-and-takedown 
regime. Copyright owners are using the process ever more intensively, suggesting that they 
continue to find it valuable. As copyright owners and enforcement vendors continue to deploy new 
technologies to identify uses of their works online, we expect the cost per notice to continue to 
drop, and takedown volumes to concomitantly increase. This suggests that the notice-and-
takedown aspect of the DMCA safe harbors will continue to be a vital part of the efforts to battle 
infringement online.”), available at https://judiciary.house.gov/wp-
content/uploads/2016/02/113-86-87151.pdf. 

11 See GOOGLE, Requests to Remove Content Due To Copyright, TRANSPARENCY REPORT, 
https://www.google.com/transparencyreport/removals/copyright/?hl=en (last visited Mar 30, 
2016).   

https://judiciary.house.gov/wp-content/uploads/2016/02/113-86-87151.pdf
https://judiciary.house.gov/wp-content/uploads/2016/02/113-86-87151.pdf
https://www.google.com/transparencyreport/removals/copyright/?hl=en
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pursuant to previous notifications further indicates that an increase in the volume does not speak 
to the effectiveness of the notice-and-takedown process.  

 
b. The Notice-And-Takedown Process Has Become Unduly Burdensome For Large, 

As Well As, Small Rights Holders.  
 

AAP member publishers do their best to scrupulously adhere to the requirements of a valid 
notification under DMCA section 512(c)(3). They recognize that, in addition to facilitating the 
likelihood of expeditious action by the receiving service provider to take down or block access to 
identified infringing material or activity on its site or system, such requirements impose a 
framework that serves to protect neutral, legitimate sites and services from unfounded, fraudulent 
and abusive notices.  

 
However, especially for small publishers, it often requires taking an extra level of care to 

ensure that they comply with variations in the notification formats employed by the myriad online 
sites and services, as the diversity of such formats and any related conditions imposed by individual 
service providers can greatly complicate the notification process. Some service providers, for 
example, will not accept notifications by email and, instead, require the use of dedicated but non-
standardized web reporting forms or application process interfaces (“APIs”)  with a mix of security 
measures (e.g., “captcha” codes) that add to the complexity of the process and slow it down.12      
 

The notification process requires significant investments by the rights holder. For large 
publishing houses, an online monitoring service is usually employed to carry out the function of 
scouring the Internet for materials that infringe its copyrights.  Unfortunately, most publishers in 
the U.S. are small businesses or non-profits for whom the costs13 of such programs are beyond their 
financial reach. The spending priorities of small publishers are on identifying new works to bring to 
market and/or promoting their existing catalogue – not constantly searching the Internet to 
identify and locate infringing copies of their intellectual property.  Moreover, with limited 
resources, allocating a significant sum for what has become an endless cycle of notification is 
generally untenable for a smaller publishing house.  As a result, for the average smaller publishing 
house, the infringing activity often goes unaddressed as, without the automation afforded through 
online monitoring services, their reach is extremely limited.   

 

                                                        
12 See, e.g., DEPARTMENT OF COMMERCE DMCA MULTISTAKEHOLDER FORUM, DMCA NOTICE-AND-TAKEDOWN 
PROCESSES: LIST OF GOOD, BAD, AND SITUATIONAL PRACTICES (2015) (with specific guidelines for service 
providers on the use of web forms and security measures for the submission of DMCA 
notifications), available at 
http://www.uspto.gov/sites/default/files/documents/DMCA_Good_Bad_and_Situational_Practices_
Document-FINAL.pdf.   

13 For example, in 2014, 10 AAP member publishers spent $962,320 on an external online 
monitoring service, or an average of $80,000 per month per member. 

http://www.uspto.gov/sites/default/files/documents/DMCA_Good_Bad_and_Situational_Practices_Document-FINAL.pdf
http://www.uspto.gov/sites/default/files/documents/DMCA_Good_Bad_and_Situational_Practices_Document-FINAL.pdf
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A number of the larger AAP member companies, including some university presses as well 
as commercial publishing houses, employ online monitoring services as well as in-house personnel 
to undertake the notification process.  Whether performed by in-house staff or through a vendor, 
the identification and notification processes used by many AAP members include both an 
automated process and human verification.  Where potentially infringing content is identified and 
located using an automated process, the results are then verified through human review.  Upon 
verification of infringing activity, a takedown notice is then sent to the platform.14  While human 
review does offer certain advantages (i.e., greater certainty regarding the infringing nature of the 
material identified), it is time-consuming, expensive, and greatly limits the scale and speed at which 
identification and location of infringing material or activity is done.  Human review of all potentially 
infringing material or activity is simply not feasible, nor would it be an economically reasonable use 
of company personnel resources.  

 
The automated tools for identifying and locating infringing materials generally work very 

well, though obviously there are some limitations to such a system’s accuracy (i.e., 100% success 
rate for identifying infringing material) and efficiency.  An automated system requires human input 
as the system is “trained” (i.e., calibrated/programmed) to identify infringing material. For 
example, if automated search is guided and automated notification is prompted simply by the name 
of a digital file, without input from supporting metadata and format type, there may be “false 
positive” results in addition to missed “positive” results. 

 
c. Judicial Decisions Have Inappropriately Increased The Rights Holders’ Burden.  

 
What utility the notice-and-takedown process might have had (even before it was 

overtaken by technological advances that facilitate the ease with which infringing material is 
distributed and accessed) has ultimately been stripped from the process by court decisions that, in 
our view, have not accurately interpreted the statute. 

 
(i) Lenz V. Universal Music Corp. Has Made It Unclear Whether Rights Holders May 

Use Automated Notification Systems.   
 
  While, on the whole, an automated search and notification process will be far more 

efficient than a human-driven process, its efficacy may also be curtailed by new burdens imposed 
by the courts.  For instance, at least in the states within the jurisdiction of the U.S. Court of Appeals 
for the Ninth Circuit, the ability to use an automated process of notification recently has been 
clouded by the judicially-imposed requirement that, as part of the notification requirements under 
Section 512(c)(3), a copyright owner must consider the applicability of “fair use” before stating that 

                                                        
14 See Section 512 of Title 17: Hearing Before the Subcomm. On Courts, Intellectual Property, and the 
Internet of H. Comm. on Judiciary, 113th Cong. 33, 36 (2014) (testimony of Paul Doda, Global 
Litigation Counsel, Elsevier, Inc.) available at https://judiciary.house.gov/wp-
content/uploads/2016/02/113-86-87151.pdf. 

https://judiciary.house.gov/wp-content/uploads/2016/02/113-86-87151.pdf
https://judiciary.house.gov/wp-content/uploads/2016/02/113-86-87151.pdf
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it has “a good faith belief  that use of the material in the manner complained of is not authorized by 
the copyright owner, its agent, or the law.”15  

 
The original majority panel decision in Lenz v. Universal Music Corp. stated that a copyright 

holder's consideration of fair use “need not be searching or intensive,” and that “formation of a 
subjective good faith belief does not require investigation of the allegedly infringing content.”16 
Because the court was “mindful of the pressing crush of voluminous infringing content that 
copyright holders face in a digital age,” the decision “note[d], without passing judgment, that the 
implementation of computer algorithms appears to be a valid and good faith middle ground for 
processing a plethora of content while still meeting the DMCA's requirements to somehow consider 
fair use.”17  

 
Less than a year later, however, in denying cross-petitions for panel rehearing, the same 

majority panel amended its earlier opinion to delete both of these portions of that ruling without 
comment.18  Although that action does not rule out the possibility that automated notification 
remains viable notwithstanding the new requirement to consider fair use, it casts a pall over that 
possibility, especially as notification without proper consideration of fair use could subject the 
copyright owner to potential liability under the “willful blindness” doctrine for “knowingly 
materially misrepresenting” that it held a “good faith belief” that the material or activity at issue 
was not  a fair use in violation of Section 512(c)(3)(A)(v) and Section 512(f).19   

 
(ii) Courts Have Blunted The Flexibility Of The “Representative List” Option. 
 
The courts’ restrictive interpretation of the meaning of “representative list” in the DMCA’s 

provision listing “Elements of Notification” has also contributed to the inadequacy of the notice-
and-takedown process as a tool for effectively addressing online piracy.  Section 512(c)(3)A)(ii) 
generally requires “identification of the copyrighted work claimed to have been infringed,” but also 
states that “if multiple copyrighted works at a single online site are covered by a single notification, 
a representative list of such works at that site” will suffice for purposes of such required 
“identification.” The legislative history of this provision illustratively explains that “… it is not 
                                                        
15 See Lenz v. Universal Music Corp., 801 F.3d 1126, 1133 (9th Cir. 2015), amended, 2016 U.S. App. 
LEXIS 5026  (9th Cir. Cal. Mar. 17, 2016) (“We conclude that because 17 U.S.C. § 107 created a type 
of non-infringing use, fair use is "authorized by the law" and a copyright holder must consider the 
existence of fair use before sending a takedown notification under § 512(c).”) 

16 Id. at 1135. 

17 Id.  

18 See Lenz v. Universal Music Corp., Nos. 13-16106, 13-16107, 2016 U.S. App. LEXIS 5026, at *20  
(9th Cir. Cal. Mar. 17, 2016). 

19 See id. (“[I]f a copyright holder ignores or neglects our unequivocal holding that it must consider 
fair use before sending a takedown notification, it is liable for damages under § 512(f).”) 

https://advance.lexis.com/document/midlinetitle/?pdmfid=1000516&crid=b28986b6-cc14-4931-a52d-f67e0c3f26bc&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A5JB6-DJC1-F04K-V3GK-00000-00&pdcomponentid=6393&ecomp=9nkg&earg=sr5&prid=fcb23b7a-ebcd-4a0d-ac6f-5979ce8bbf8c
https://advance.lexis.com/document/midlinetitle/?pdmfid=1000516&crid=b28986b6-cc14-4931-a52d-f67e0c3f26bc&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A5JB6-DJC1-F04K-V3GK-00000-00&pdcomponentid=6393&ecomp=9nkg&earg=sr5&prid=fcb23b7a-ebcd-4a0d-ac6f-5979ce8bbf8c
https://advance.lexis.com/document/midlinetitle/?pdmfid=1000516&crid=af99ae16-99b1-4a13-a86e-6153b3306a99&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A5JB6-DJC1-F04K-V3GK-00000-00&pdcomponentid=6393&ecomp=9nkg&earg=sr7&prid=f0a6b594-bb54-4cab-ae55-cf7cbddd98fd
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necessary for a compliant notification to list every musical composition or sound recording that has 
been or could be infringed at that site, so long as the representative list of those compositions or 
recordings is provided so that the service provider can understand the nature and scope of the 
infringement being claimed.”20   

 
It is critical to note in this regard that the provision refers to use of a representative list of 

works at “a single online site,” not at “a single online location.” (emphasis added).  This provision 
should not be read as inconsistent with the requirement of Section 512(c)(3)(A)(iii) for a 
notification to include information “reasonably sufficient” to permit the service provider to locate 
the material claimed to be infringing. Instead, it suggests that, upon receipt of a notification 
including a “representative list,” a service provider should review its site for such infringing 
materials, possibly including infringements of works that are not explicitly identified in the 
representative list but of which the list is “representative.”  

 
For this reason, a notification containing a representative list of works serves as a red flag of 

infringement that obligates a service provider to find and remove such infringing material from its 
site in order to be eligible for safe harbor protection.21 It is, therefore, inconsistent for courts to 
require copyright owners to submit evidence of specific instances of infringement to trigger a 
service provider’s ”red flag”  knowledge, which is arguably a more easily-met knowledge standard 
for infringements than “actual” knowledge.22  By doing so, the courts have rendered the 
“representative list” under 512(C)(3)(A)(ii) meaningless as rights holders are now obligated to 
provide specific notice for each infringing work. 

 
(iii) Courts Have Misread The Notification Requirement Of “Substantial 

Compliance.” 
 

In detailing the information requirements for the content of a rights holder’s notification of 
claimed infringement,23 as well as those regarding a service provider’s provision of a Designated 
                                                        
20 S. REP. No. 105-190 at 46 (emphasis added). 

21 See, e.g.,  ALS Scan Inc. v. RemarQ Cmtys Inc., 239 F.3d 619, 625 (4th Cir. 2001) (“… the 
requirements [of 512(c)(3)(A)] are written so as to reduce the burden of holders of multiple 
copyrights who face extensive infringement of their works.”). 

22 But see Viacom v. YouTube, 718 F.Supp.2d 514, 528, 29 (S.D.N.Y. 2010), vacated and remanded, 
676 F.3d 19 (2d Cir. 2012) (“This ‘representative list’ reference would eviscerate the required 
specificity of notice…  if it were construed to mean a merely generic description (‘all works by 
Gershwin’) without also giving the works' locations at the site, and would put the provider to the 
factual search forbidden by § 512(m). Although the statute states that the ‘works’ may be described 
representatively, 512(c)(3)(A)(ii), the subsection which immediately follows requires that the 
identification of the infringing material that is to be removed must be accompanied by ‘information 
reasonably sufficient to permit the service provider to locate the material.’ 512(c)(3)(A)(iii).”).  

23 See 17 U.S.C. § 512(c)(3) (2011). 



    

11 
 

Agent to receive such notifications,24 Congress employed the concept of “substantial compliance” so 
that “technical errors” – such as misspelling a name or supplying an outdated area code – “do not 
disqualify service providers and copyright owners from the protections afforded under” Section 
512(c).25  

 
Insofar as the purpose of such information requirements was to effectuate appropriate 

communications among rights holders and service providers for purposes of facilitating their 
cooperation in dealing with online infringements, it was expected that “the parties would comply 
with the functional requirements of the notification provisions – such as providing sufficient 
information so that a designated agent or the complaining party submitting a notification may be 
contacted efficiently – in order to ensure that the notification and takedown procedures set forth in 
[Section 512(c)] operate smoothly.”26  

 
The structure of the relevant provisions makes this clear by linking substantial compliance 

to whether a notification that fails to substantially comply with the requisite elements of 
notification may be considered in determining whether a service provider has actual knowledge or 
is aware of facts or circumstances from which infringing activity is apparent.27 So long as a rights 
holder’s notification “substantially complies” with the three elements of notification deemed 
necessary to identify the work claimed to have been infringed, the material claimed to be infringing 
or be the subject of infringing activity (with information reasonably sufficient to permit the service 
provider to locate that material), and information reasonably sufficient to permit the service 
provider to contact the complaining party, such a notification may be considered with respect to 
either knowledge standard unless the service provider “promptly attempts to contact” the 
complaining party or “takes other reasonable steps to assist in the receipt of a notification that  
substantially complies with all of the requisite elements of notification.” (emphasis added)28   

 
Yet despite these indications in the text and legislative history that substantial compliance 

was incorporated to facilitate communication between the complaining rights holder and the 
service provider, some courts have treated the concept in more of a “gotcha” fashion to disqualify a 
notification and justify a service provider’s failure to take action in response to it for purposes of 
safe harbor eligibility.  For example, in one case, a court ruled that a notification comprised of three 
sets of documents did not substantially comply with statutory requirements, finding each document 
defective because Section 512(c)(3) requires a “written communication” and the court concluded 
that “[p]ermitting a copyright holder to cobble together adequate notice from separately defective 

                                                        
24 See 17 U.S.C. § 512(c)(2) (2011). 

25 S.REP. NO. 105-90 at 46-47. 

26 Id. 

27 See 17 U.S.C. § 512(c)(3)(B)(i) (2011). 

28 17 U.S.C. § 512 (c)(3)(B)(ii) (2011). 
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notices… unduly burdens service providers.”29 In another case, the court considered whether the 
plaintiff's “imperfect attempts to give notice satisfy Section 512(c)(3)'s "substantial[]" compliance 
requirement,” and concluded they did not because (among other things) plaintiff’s pre-suit "cease 
and desist" letter and e-mails did not include a written statement under "penalty of perjury" 
attesting to the fact "that the information in the notification is accurate ... [and] the complaining 
party is authorized to act on behalf of the owner" of the copyright at issue, 17 U.S.C. § 
512(c)(3)(A)(vi), and did not include a written statement that plaintiff "has a good faith belief that 
use of the material in the manner complained of is not authorized." 17 U.S.C. § 512(c)(3)(A)(v).30  

 
In neither case were the specific provisions allegedly violated in the notification provisions 

included in Section 512(c)(3)(B)(ii)’s enumeration of the three elements of notification that are 
required for purposes of “substantial compliance” under that provision.  

 
Additional guidance on the meaning and construction of “substantial compliance” with the 

requisite elements of notification would be useful for rights holders and service providers alike.  
 

d. The Re-Uploading Of Infringing Content Previously Removed In Response To 
Notification From The Rights Holder Poses A Significant Challenge That Can Be 
Ameliorated Through Technologically Feasible And Commercially Reasonable 
Technical Measures. 

 
For many types of service providers, the notice-and-takedown process does little to prevent 

or mitigate the reappearance of infringing material which either has been previously removed, or 
access to which has been previously disabled, by a service provider pursuant to notification from 
the rights holder. In testimony before the House Judiciary Subcommittee on Courts, Intellectual 
Property and the Internet, an AAP member company lawyer described his company’s frustrating 
experience with the current notice-and-takedown process, where infringing material previously 
removed finds itself back online, often after the material has just been taken down, and sometimes 
even through the same URL31.   Although Congress expressly intended the notice-and-takedown 
process to be efficient and effective in removing infringing content, rights holders today are forced 
to play a costly, burdensome and frustrating game of whack-a-mole.  

 
The ease with which re-uploading of infringing content occurs strongly suggests the ready 

availability of software that automates the reappearance of infringing content, as well as the 

                                                        
29 Perfect 10, Inc. v. CCBill, LLC, 488 F.3d 1102, 1112-1113   (9th Cir. 2007), cert. denied, 522 U.S. 
1062 (2007).  

30 Hendrickson v. eBay, Inc., 165 F.Supp. 2d 1082, 1089-1090 (C.D.Cal. 2001).  

31   See Section 512 of Title 17: Hearing Before the Subcomm. On Courts, Intellectual Property, and the 
Internet of H. Comm. on Judiciary, 113th Cong. 33, 35-36 (2014) (testimony of Paul Doda, Global 
Litigation Counsel, Elsevier, Inc.) available at https://judiciary.house.gov/wp-
content/uploads/2016/02/113-86-87151.pdf. 

https://judiciary.house.gov/wp-content/uploads/2016/02/113-86-87151.pdf
https://judiciary.house.gov/wp-content/uploads/2016/02/113-86-87151.pdf
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posting of links to infringing content on multiple platforms and the re-posting of such links 
immediately after takedown.32 As such, it seems perfectly reasonable to suggest that technology-
based solutions are necessary to address those aspects of online infringement that should be 
recognized as technology-driven problems.        

 
Notwithstanding the general futility of the existing notice-and-takedown process with 

respect to structurally infringing service providers, a measure of effectiveness can be restored to 
the process if service providers were willing to employ already available technology to effect a 
notice-and-stay-down regime.  A number of legitimate content sites already employ technical 
measures (such as watermarking or fingerprinting) to identify and prevent the subsequent re-
upload of infringing content previously removed from the sites.  These technical measures can 
effectively prevent the re-uploading of infringing content already removed under a takedown 
notice, thereby addressing the “whack-a-mole” problem, while also decreasing the prevalence of 
infringing content on the service provider’s site.  Of course, such technical measures will need to be 
tailored to adequately capture the various types of content being made available on a site.   

 
Some continue to argue that adopting and implementing such technical measures would 

impose an unreasonable and commercially prohibitive cost on service providers.  Given the 
different technical measures already being employed by many legitimate sites, it would appear that 
these measures are available in forms that are commercially reasonable and do not impose an 
undue burden on a service provider.  Moreover, AAP and its members believe that requiring a 
service provider to take action and/or employ  technical measures to prevent the re-uploading of 
infringing material for which it has previously received a notification of infringement would not 
constitute an  improper imposition of a “duty to monitor” within the meaning of Section 512(m). In 
this scenario, the site/service has already received a notice on the infringing nature of the material 
and has previously taken measures to remove or disable access to the infringing material.  The 
technical measure would simply prevent that same infringing material from reappearing on the 
site, having to be repeatedly actioned by both the rights holder and the service provider.   

 
The notice-and-takedown process can also be made more efficient if service providers used 

a standardized electronic notification process and format.  For instance, emailed notifications of 
infringement – provided they comply with requirements of section 512(c) – should be sufficient to 
notify a service provider of infringing activity occurring on or through its site.  A standardized 
format would significantly reduce the burden on rights holders – particularly where there is a 
significant volume of infringements to be reported to multiple service providers.  Currently, the 

                                                        
32 See Andy, Making Money from Movie Streaming Sites, An Insider’s Story, TORRENTFREAK (Oct 19, 
2013), https://torrentfreak.com/making-money-from-movie-streaming-sites-an-insiders-story-
131019/ (an account by a frequent uploader of movie files, noting his use of software to 
automatically upload infringing content to multiple platforms). 

https://torrentfreak.com/making-money-from-movie-streaming-sites-an-insiders-story-131019/
https://torrentfreak.com/making-money-from-movie-streaming-sites-an-insiders-story-131019/
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wide variety of web-forms and notification formats to be complied with makes the process 
cumbersome, and certainly less efficient.33  

 
e. Rights Holders Have Had Little Success With Notifications To Search Engines.  
 
As AAP has noted in previous statements, “search engines are the main gateway through 

which a consumer, wittingly or unwittingly, is directed to the sources of infringing content 
online.”34  Indeed, in some cases, the service provider’s search tool seems to purposely direct users 
to infringing content, often serving up infringing sites that are already the subject of millions of 
infringements among the top search results. Unfortunately, Section 512(d) has been all but useless 
in encouraging search engines (as “information location tools”) to take meaningful steps to 
effectively reduce referring or linking to infringing content. 

 
The Google Search autocomplete feature, for instance, “helps” users find infringing material 

by suggesting, after the user has typed in the title of a copyrighted work, the addition of such search 
terms as “free,” – despite the user not having included the term in his/her search query.35  In 
addition, Google claims its search algorithm takes into account the number of notices a domain 
receives so that domains with many notices appear lower in the list of search results.36 Google has 

                                                        
33 AAP actively participated in the Department of Commerce Internet Policy Taskforce’s Multi-
stakeholder Forum on the DMCA Notice-and-Takedown System that sought to identify best 
practices and/or produce voluntary agreements for improving the operation of the notice-and-
takedown system without the need for legislative changes.  The document that resulted from this 
effort, DMCA Notice-and-Takedown Processes:  List of Good, Bad and Situational Practices, offers 
guidelines to the different stakeholders but reflects the Forum’s inability to reach a consensus on 
creating a standardized format for service providers that would meaningfully improve the situation 
for all parties in the online ecosystem, available at 
http://www.uspto.gov/sites/default/files/documents/DMCA_Good_Bad_and_Situational_Practices_
Document-FINAL.pdf.  

34 The Role of Voluntary Agreements in the U.S. Intellectual Property System: Hearing before the 
Subcom. on Courts, Intellectual Property, and the Internet of the H. Comm. on the Judiciary, 113th 
Cong. 292, 293 FN4 (2013) (post-hearing statement of the Association of American Publishers), 
available at https://judiciary.house.gov/wp-content/uploads/2016/02/113-49-82846.pdf).     

35 See Section 512 of Title 17: Hearing Before the Subcomm. On Courts, Intellectual Property, and the 
Internet of H. Comm. on the Judiciary, 113th Cong. 82 (2014) (statement of Rep. Judy Chu, Member, H. 
Comm. on the judiciary, conducting a live search for “Frozen” using Google Search during the 
hearing and clarifying for the record that although she did not include the term “free” in her query, 
Google autocomplete suggested the term and Google Search displayed a site offering to let her 
“watch Frozen online free” as the top search result). 

36 See GOOGLE, HOW GOOGLE FIGHTS PIRACY 18 (2014) (“In addition to removing pages from search 
results when notified by copyright owners, Google also factors in the number of valid copyright 
removal notices we receive for any given site as one signal among the hundreds that we take into 
account when ranking search results. Consequently, sites with high numbers of removal notices 

http://www.uspto.gov/sites/default/files/documents/DMCA_Good_Bad_and_Situational_Practices_Document-FINAL.pdf
http://www.uspto.gov/sites/default/files/documents/DMCA_Good_Bad_and_Situational_Practices_Document-FINAL.pdf
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indicated that it demotes pirate search results only for searches based exclusively on a work’s title, 
and that, if the user enters the terms ‘watch’ or ‘free download’ in addition to the work’s title, 
results from domains that are the subject of repeated takedown notices are not demoted.37 But 
individual artists report that, in many instances, domains for which Google has received numerous 
takedown notices, according to its own Transparency Reports, repeatedly appear at the top of 
search results even when the search is only based on a work’s title.38  
 

Google should not only improve the demotion of pirate sources in search results, it should 
also expand the incorporation of the number of DMCA takedown notices as a variable to demote 
results in searches that include but are not limited to a work’s title – for instance, ‘read’, ‘for free’, 
‘free download’, ‘pirate’, among others.39  Google can also improve the suggested search terms at 
the bottom of each search results page to point users to legitimate sources of content.  
 

f. Voluntary Agreements and ‘Best Practice’ Initiatives Have Proven To Be 
Insufficient To Address The Challenges Of The Notice-And-Takedown Process. 
 

While voluntary measures and best practices have certainly helped increase cooperation 
between legitimate service providers and (some) rights holders, the publishing industry does not 
believe that an entirely voluntary regime can be effective in mitigating rampant piracy.  As noted in 
the NOI, while such measures may “supplement” the notice-and-takedown process, they certainly 
should not be the primary recommended option.   

 

                                                                                                                                                                                   
may appear lower in search results.”) available at 
https://drive.google.com/file/d/0BwxyRPFduTN2NmdYdGdJQnFTeTA/view.  

37 See id. at 19 (indicating that users make more searches for the title of the protected work than for 
the tile of the work accompanied by words such as ‘free’, ‘free download’, ‘free stream’); Ted 
Johnson, Google Executive, Hollywood Producer Spar Over Piracy at Copyright Hearing, VARIETY (Nov 
11, 2015, 1:33 PM), http://variety.com/2015/biz/news/house-judiciary-committee-google-bob-
goodlatte-fed-von-lohmann-richard-gladstein-1201638487/(quoting Google’s Fred Von Lohman 
“The good news is if you look at Google Trends, you will see [that you can] compare the ‘watch film 
title’ query to the actual film title query. I guarantee you that nobody is searching for the ‘watch film 
title’ query. What people search for is the name of the film.”)  

38 See Ellen Seidler, Google’s Continued Do-Si-Do Around Its Piracy Pledge, VOX INDIE, Nov. 13, 2015, 
http://voxindie.org/googles-do-si-do-around-its-piracy-pledge/.  

39 See id. (“… adding the term “watch” or “free download” to a search is standard operating 
procedure if one is seeking pirated copies. It makes no sense for Google to ignore these search 
terms if it is truly serious about how it ‘fights’ piracy.”); see also David Newhoff, Why Does Google 
Love Piracy?, THE ILLUSION OF MORE (Mar 24, 2016), http://illusionofmore.com/google-love-piracy/, 
(“The difference between a search yielding legal and informative results about Deadpool and a 
search yielding a list of infringing sites offering the film hinges on whether or not you put the word 
“watch” in front of the title.”) 

https://drive.google.com/file/d/0BwxyRPFduTN2NmdYdGdJQnFTeTA/view
http://variety.com/2015/biz/news/house-judiciary-committee-google-bob-goodlatte-fed-von-lohmann-richard-gladstein-1201638487/
http://variety.com/2015/biz/news/house-judiciary-committee-google-bob-goodlatte-fed-von-lohmann-richard-gladstein-1201638487/
http://voxindie.org/googles-do-si-do-around-its-piracy-pledge/
http://illusionofmore.com/google-love-piracy/
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There are a number of voluntary schemes in place today, addressing different piracy 
problems or elements of the chain that support (whether wittingly or unwittingly) infringing 
activity online.  For instance, there is the Copyright Alert System (administered by the Center for 
Copyright Information) through which 5 major U.S. ISPs and a number of motion picture studios 
and record companies have agreed to undertake notifications to subscribers engaged in infringing 
activity through peer-to-peer (P2P) platforms.  While the system appears to have some utility40, it is 
designed to address only infringing activity occurring on P2P platforms.   

 
The Trustworthy Accountability Group,41 a voluntary initiative that seeks, among other 

goals, to eradicate ad-supported piracy online through the cooperation of rights holders, 
advertising technology companies and advertising agencies, is yet another commendable effort that 
nevertheless presents significant shortcomings for rights holders.42 The 2013 Best Practices 
Guidelines for Ad Networks to Address Piracy and Counterfeiting,43 the framework of TAG’s 
operations, are reminiscent of aspects of the DMCA that have proven flawed– such as asking rights 
holders to identify specific URLs where ads should not appear. As we explain elsewhere in this 
comment, this approach exacerbates the whack-a-mole game. These Guidelines also add another 
procedural layer to a rights holder’s burden – they ask the copyright owner to submit a notice with 
                                                        
40 Neither AAP nor its members participate in the program, and their views regarding the success of 
the scheme are based on publicly available information. 

41 See Trustworthy Accountability Group, About us, https://www.tagtoday.net/aboutus/ (last 
visited Mar 31, 2016) (“Trustworthy Accountability Group (TAG) is a first-of-its-kind cross-industry 
accountability program to create transparency in the business relationships and transactions that 
undergird the digital ad industry, while continuing to enable innovation. A joint marketing-media 
industry program, TAG was created with a focus on four core areas: eliminating fraudulent digital 
advertising traffic, combating malware, fighting ad-supported Internet piracy to promote brand 
integrity, and promoting brand safety through greater transparency. TAG was created by the 
American Association of Advertising Agencies (4A’s), Association of National Advertisers (ANA), 
and Interactive Advertising Bureau (IAB) and works collaboratively with companies throughout the 
digital ad supply chain.”)  

42 See Trustworthy Accountability Group, TAG Anti Piracy Working Group – Current Work,  
https://www.tagtoday.net/wg/piracy/ (last visited Mar 31, 2016) (“TAG works with authorized 
independent third-party validators, including the Alliance for Audited Media (AAM), Ernst & Young 
and Stroz Friedberg, to certify advertising technology companies as Digital Advertising Assurance 
Providers (DAAPs). To be validated as a DAAP, companies must show they can provide other 
advertising companies with tools to limit their exposure to undesirable websites or other 
properties by effectively meeting one or more criteria.”)  

43 Best Practices Guidelines for Ad Networks to Address Piracy and Counterfeiting (last visited Mar 
31, 2016), 
http://www.2013ippractices.com/bestpracticesguidelinesforadnetworkstoaddresspiracyandcount
erfeiting.html; see generally Victoria Espinel, Coming Together to Combat Online Piracy and 
Counterfeiting, WHITE HOUSE BLOG (Jul 15, 2013), 
https://www.whitehouse.gov/blog/2013/07/15/coming-together-combat-online-piracy-and-
counterfeiting (explaining how these guidelines came about). 

https://www.tagtoday.net/aboutus/
https://www.tagtoday.net/wg/piracy/
http://www.2013ippractices.com/bestpracticesguidelinesforadnetworkstoaddresspiracyandcounterfeiting.html
http://www.2013ippractices.com/bestpracticesguidelinesforadnetworkstoaddresspiracyandcounterfeiting.html
https://www.whitehouse.gov/blog/2013/07/15/coming-together-combat-online-piracy-and-counterfeiting
https://www.whitehouse.gov/blog/2013/07/15/coming-together-combat-online-piracy-and-counterfeiting
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information very similar to a DMCA notification, in addition to a copy of a DMCA notification 
submitted to the site in question.  
 

There is also the Payment Processor Portal, administered through the International Anti-
Counterfeiting Coalition (IACC), through which participants can report sites engaged in 
counterfeiting and piracy, and move to have the payment processing services on the sites 
terminated.  Like the Copyright Alert System, this voluntary regime requires participants to “pay to 
play.”  For many smaller rights holders, the price of admission (or participation) is simply too high.   
 
III. Counter Notifications 
 

AAP members have found the counter notification process to be non-controversial.  Given 
the care with which notification generally is undertaken, the incidence of erroneously-identified 
infringing material has been relatively insignificant.  We do not believe the counter notification 
process as outlined in Section 512(g)(2) and (3) is particularly burdensome upon a user seeking the 
replacement of the material removed or access to which has been disabled pursuant to notification 
of infringement.  Upon being notified by its service provider that material posted by a 
user/subscriber has been removed or access disabled, the user need only send a notice contesting 
the takedown as having been made in error or as a result of misidentification of the material, 
provided such statement is made in good faith.   Once the counter notification is initiated, the 
greater burden (again) actually falls on the rights holder to assert the validity of the takedown 
request by bringing suit seeking an order to restrain the subscriber from engaging in further 
infringing activity with respect to the subject material.44 
 
IV. Legal Standards 

 
a. Courts Have Conflated The “Actual” And “Red Flag Awareness” Knowledge 

Standards With The Section 512(C)(1)(C) Notice-And-Takedown Process. 
 
AAP and its members believe that the leading judicial interpretations of the actual and “red 

flag” knowledge standards which can trigger action by a service provider to remove or block access 
to infringing material or activity in order to be eligible for safe harbor protection under Section 512 
are flawed.  The Second and Ninth Circuits’ decisions in Viacom v. YouTube45 and UMG v. Shelter 
Capital,46 respectively, have distorted the standards of knowledge that trigger a service provider’s 
obligation to remove infringing content if it wishes to benefit from the limited liability of the safe 
harbor. Both decisions have conflated the actual and ‘red flag’ provisions of 512(c)(1)(A)(i) and 

                                                        
44 See 17 U.S.C. § 512(g)(2)(C) (2011). 

45 676 F.3d 19,(2d Cir. 2012) (hereinafter Viacom Appeal). 

46 718 F.3d 1006 (9th Cir, 2013).  
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(ii).47 In addition, when the Southern District of New York decided Viacom v. YouTube48 on remand, 
the court merged these two standards with the 512(c)(1)(C) notice and takedown system. These 
three decisions have thereby contributed to the current situation that has allowed structural 
infringers and other “bad actor” service providers to game the system. 

 
Although the legislative record is silent on the standard for determining a party’s actual 

knowledge, it does explain that the ‘red flag’ test in 512(c)(1)(A)(ii)  
 
“has both a subjective and an objective element. In determining whether the 
service provider was aware of a ‘red flag’, the subjective awareness of the service 
provider of the facts or circumstances in question must be determined. However, in 
deciding whether those facts or circumstances constitute a ‘red flag’ – in other 
words, whether infringing activity would have been apparent to a reasonable 
person operating under the same or similar circumstances – an objective standard 
should be used.”49  
 
Congress envisioned the ‘red flag’ knowledge standard as one that would trigger a duty to 

remove content in order to be eligible for safe harbor protection when a service provider, without 
affirmatively looking for infringement on its system50 but not necessarily as a result of any formal 

                                                        
47 See Viacom Appeal at 30 (holding that to disqualify a service provider from the 512(c) safe 
harbor, a service provider must have actual knowledge of specific infringing material or awareness 
of facts and circumstances from which specific infringing activity is apparent and fail to 
expeditiously remove or disable access to the material) and UMG v. Shelter at 1022, 23(holding that 
“we do not place the burden of determining whether materials are actually illegal on a service 
provider” and, therefore, general knowledge that infringement is afoot does not constitute actual or 
red flag knowledge). 

48 See 940 F. Supp. 2d 110 (S.D.N.Y. 2013) (hereinafter Viacom Remand).  

49 S. REP. NO. 105-190 at 44. 

50 See H.R. REP. NO. 105-551 (Part I) at 26 (1998) (discussing what would become 512(m)(1) “the 
knowledge standard in subsection [(c)] shall not be construed to condition the limitation contained 
in that subsection on monitoring a network for infringement or searching out suspicious 
information. Once one becomes aware of such information, however, one may have an obligation to 
check further.”) (emphasis added); see also Peter Menell, Judicial Regulation of Digital Copyright 
Windfalls: Making Interpretative and Policy Sense of Viacom v. YouTube and UMG Recordings v. 
Shelter Capital Partners, UC BERKELEY PUBLIC LAW RESEARCH PAPER NO. 2049445, at 6 (2012) 
(explaining that Section 512(m) “is not inconsistent with general knowledge casting an OSP out of 
the safe harbor. It merely states that the DMCA does not force an OSP to monitor its service. An OSP 
is certainly free to monitor its service, and given the risks of UGC sites not doing so, it is not 
surprising that Veoh and YouTube eventually chose to implement filtering technologies. Section 
512(m) cannot be fairly read to limit subsection (ii) to specific knowledge of infringing activity.”), 
available at SSRN: http://ssrn.com/abstract=2049445. 

http://ssrn.com/abstract=2049445
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notification from a copyright owner,51 becomes aware that its users have engaged in what appears 
to be obvious infringing activity “even from a brief and casual viewing.” The phrasing of the statute 
and the explanations in the legislative history not only do not support the adoption of a specificity 
requirement when it comes to ‘red flag’ knowledge, they actually favor ‘general awareness of 
apparently infringing activity’ as the standard that triggers a duty to remove content if a service 
provider seeks to stay within the confines of the 512(c) safe harbor. This latter interpretation 
follows statutory text, maintains the combination of subjective and objective awareness expressed 
in the legislative history, establishes a meaningful difference between actual and ‘red flag’ 
knowledge, and eliminates incentives for service providers to purposefully ignore indicators of 
generalized copyright infringement. 

 
While the Second Circuit in Viacom held that YouTube’s internal emails regarding the 

results of its own employees’ site searches could trigger “red flag” knowledge, the Southern District 
of New York on remand erroneously limited the sources that can trigger service providers’ actual 
and ‘red flag’ knowledge to the notice requirements of 512(c)(1)(C).52 The decision on remand, as a 
practical matter, reduced Congress’ intended protection against massive online piracy to just the 
notice-and-takedown process. The UMG decision, for its part, while it did not impose the 
512(c)(3)(A) notification requirements as a requisite for red flag knowledge, was unclear in its 
analysis of whether a service provider, on its own, may acquire awareness of facts or circumstances 
from which infringing activity is apparent.53 

 
This situation has put enormous pressure on the 512(c)(1)(C) notice-and-takedown 

process as virtually the only tool that rights holders have to enforce their rights online, as 
                                                        
51 § 512(c)(1)(C), a provision intended to be distinct from the § 512(c)(1)(A)(ii) “red flag 
awareness” provision, expressly addresses the duties a service provider has when it receives a 
substantially compliant notice from a copyright owner if it wishes to remain within the safe harbor. 

52 See Viacom Remand at 114-15 (“The Act places the burden of notifying such service providers of 
infringements upon the copyright owner or his agent. It requires such notifications of claimed 
infringements to be in writing and with specified contents and directs that deficient notifications 
shall not be considered in determining whether a service provider has actual or constructive 
knowledge.”). See Peter Menell, supra note 49, at 5, 6 (“Under the Second Circuit interpretation of 
§512(c)(1)(A)(ii), the website would be immune from liability so long as it removed individual 
recordings specifically brought to its attention by the copyright owners, notwithstanding that new 
versions were appearing as fast or faster than the specifically identified recordings could be 
brought down. Such an interpretation, however, overlooks the plain meaning of subsection (ii) – 
which is not limited to specific knowledge – and treats subsection (iii) as affording OSPs a 
mandatory notice and takedown procedure. That procedure, however[,] is provided for separately 
[in §512(c)(1)(C).]”) 

53 Compare UMG at 1023 (“[W]e do not place the burden of determining whether materials are 
actually illegal on a service provider, and we impose no such investigative duties on service 
providers”) with UMG at 1025 (“If this [email communicating to a Veoh investor an infringement of 
a specific work] had come from a third party, rather than from a copyright holder, it might meet the 
red flag test because it specified particular infringing material.”) 
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evidenced by the colossal amount of financial and human resources that rights holders are 
expending on a daily basis  to monitor  and send millions of notifications to numerous sites for 
infringing materials or activities. 54 At the other end, service providers are also spending valuable 
resources processing all the notices they receive. Moreover, overreliance on the notice-and-
takedown process has exacerbated the previously-mentioned whack-a-mole problem that the red 
flag knowledge standard is better suited to ameliorate and prevent. 

 
The legislative history clearly advises against conflating these standards:  
 
“The Committee emphasizes that new Section 512 does not specifically mandate use 
of a notice and takedown procedure. Instead, a service provider wishing to benefit 
from the limitation on liability under new subsection (c) must “take down” or 
disable access to infringing material residing on its system or network in cases 
where it has actual knowledge or the criteria for the “red flag” test are met – even if 
the copyright owner or its agent does not notify it of a claimed infringement. . . At the 
same time, copyright owners are not obligated to give notification of claimed 
infringement in order to enforce their rights.”55 (emphasis added) 
 
Although Section 512(m) makes it clear that eligibility for the safe harbors is not 

conditioned on “a service provider monitoring its service or affirmatively seeking facts indicating 
infringing activity, except to the extent consistent with a standard technical measure,” the rest of 
the DMCA and its legislative history provide solid grounds to assert that Congress did not envision a 
system where copyright owners must bear the entire burden of addressing online infringement 
while service providers only have to comply with copyright owners’ removal requests and can 
purposefully ignore any hints of infringing activity that are apparent on their sites.56 There is a 
middle ground between the “no duty to monitor” under section 512(m), on the one hand, and 
willful blindness, on the other.  “Red flag” knowledge occupies that middle ground.  

 
The Copyright Office should clarify the circumstances under which a service provider will 

be deemed to have constructive (i.e., “red flag”) knowledge of infringing activity occurring on its 

                                                        
54See Brief for Amicus Curiae The Copyright Alliance at 16-20, Capitol Records v. Vimeo, No. 14-
1048 (Oct 29, 2014) (appeal pending, 9th Cir.) (providing examples of the impact of overreliance on 
the notice-and-takedown system on both large and small rights holders and explaining “[i]t was 
never Congress’s intention for the notice-and-takedown procedure in Section 512(c)(3) of the 
DMCA to stand alone – rather, its purpose was always to work in conjunction with the affirmative 
removal obligations of service providers under Section 512(c)(1)(A), thus requiring both rights 
holders and service providers to cooperate in limiting online infringement.”), available at  
http://www.copyrightalliance.org/sites/default/files/10_29_2014_capitol_v_vimeo.pdf. 

55 H. REP. NO. 105-551 (Part 2) at 54 (1998); see also S. REP. NO. at 45 (105-190) (1998). 

56 See Ginsburg, supra note 1, at 22 (“§512(m)’s dispensation of service providers from affirmatively 
seeking facts indicating infringing activity, should not entitle the service provider to remain 
militantly ignorant.”) 

http://www.copyrightalliance.org/sites/default/files/10_29_2014_capitol_v_vimeo.pdf
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service, and the consequences of subsequent inaction with respect to such knowledge by a service 
provider.  

 
b. Lenz’s Requirement Of A “Fair Use” Analysis Shifts And Distorts The Burden Of 

Proof For Rights Holders In The Notification Process. 
 
Another questionable judicial construction of a key element of Section 512 that likely will 

hinder rather than advance the efficacy of the cooperative scheme Congress enacted to address 
online infringements occurred in the aforementioned Ninth Circuit amended panel decision in the 
Lenz case.57  

 
The Lenz ruling that a rights holder must consider the applicability of fair use before 

sending a takedown notification under Section 512(c) was based on the panel’s conclusion that fair 
use constitutes an “authorization under the law” as contemplated in Section 512(c)((3)(A)(v)’s 
requirement for such a notification to include “a statement that the complaining party has a good 
faith belief that use of the material in the manner complained of is not authorized by the copyright 
owner, its agent, or the law.”  In closing its analysis of this issue, the panel indicated that its finding 
that fair use is “authorized by the law” was based on its conclusion that Section 107 of the 
Copyright Act, in which Congress codified the judicially-created concept of “fair use,” did not merely 
excuse an infringement as an affirmative defense but “created a type of non-infringing use.”58   

 
This line of reasoning by the panel raises an interesting and troubling question: If “creating 

a type of non-infringing use” constitutes “authorization under the law” for purposes of a use that 
would otherwise violate an exclusive right of the rights holder, what other limitations and 
exceptions to the exclusive rights of copyright must a copyright owner consider in advance of 
sending a Section 512(c) notification in order to satisfy its “good faith belief” requirement? 

 
Just before stating its conclusion on this point, the panel noted that defendant Universal 

Music Group “concedes it must give due consideration to other uses authorized by law such as 
compulsory licenses.”59 This concession is not unreasonable insofar as it should generally be 
evident from the nature of the work and use at issue whether a specific online use of the work is 
“authorized” by a compulsory license. Similarly, with respect to authorization via licenses issued by 
the rights holder or a designated agent, the rights holder or agent may reasonably be expected to 
have the capability of finding out whether the online use at issue had been licensed. But does this 
mean that, in every instance before sending a notification, it is now incumbent on the rights holder 
to consider the potential applicability of any provision of the Copyright Act that “creates a type of 
non-infringing use” that conceivably might provide an “authorization under the law” for the online 
use that is to be the subject of the notification? 
                                                        
57 See supra notes 15-19 and accompanying text. 

58 See Lenz v. Universal Music Corp., 2016 U.S. App. LEXIS 5026, at *17 (9th Cir. Mar. 17, 2016). 

59 Id. at *16. 
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The main problem with the panel’s ruling is that, outside the context of such potentially 

applicable licenses, it shifts to the rights holder a burden of proof that has generally been thought to 
rest with the alleged infringer under copyright law. Traditionally, the allocation of the “fair use” 
burden of proof was based, among other considerations, on the fact that the alleged infringer, 
rather than the rights holder, is most likely in possession of the facts needed to explain the nature 
of the use and to persuasively argue for the applicability of whatever legal theory would justify the 
use as non-infringing or as an infringement that is excused under the law. 

 
In the case of allegedly infringing material or activity found online, it is doubtful that the 

rights holder who is contemplating sending a notification would be in possession of information 
regarding the identity and status of the alleged infringer, or the alleged infringer’s intent and 
purpose regarding the allegedly infringing online use. As a result, regardless of whether fair use is 
considered an affirmative defense or an authorization under the law, the Lenz decision places the 
rights holder in the very unfair position of being required to conduct an analysis based on facts 
typically unknown or unavailable to that person.  

 
Insofar as many, if not most, other limitations and exceptions to the exclusive rights of the 

copyright owner are based on these same kinds of  specific facts, the rights holder will similarly be 
lacking the information needed to conduct the requisite analysis. For example, would it matter for 
purposes of the rights holder’s “good faith belief” if the alleged infringer was a teacher or librarian 
or an individual with disabilities? Would it matter if such an individual had posted the material or 
engaged in the alleged activity believing such action to make a point of criticism or commentary 
about the rights holder’s work? Or to bring a matter thought to be newsworthy to the public’s 
attention? 

 
It is likely that the answers to these questions will have to await further judicial 

clarification. In the meantime, it is unclear what a rights holder’s consideration of such issues will 
entail, which can only add further uncertainties and difficulties to the notice-and-takedown process, 
especially for individual rights holders lacking a sophisticated grasp of these issues and the 
resources to secure legal counsel for particular notifications.  
 
V. Repeat Infringers 

 
While Section 512(i)(1)(A) provides  that a service provider may terminate, “in appropriate 

circumstances,” its subscribers or account holders “who are repeat infringers,” the statute does not 
define what constitutes a “repeat infringer” or the “appropriate circumstances” under which 
termination, suspension or some other appropriate consequential action may be taken regarding 
such person’s subscription or account.  Due to the lack of defined enforceable parameters, many 
service providers simply fail to adopt and “reasonably” implement a repeat infringer policy, while 
nevertheless claiming the eligibility for safe harbor protection that depends upon such adoption 
and implementation.   
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Where such a policy may have been implemented, there typically is a lack of transparency 
regarding its regular implementation which prevents any accurate assessment of whether the 
policy has been “reasonably implemented.”  Yet, as the Disney v. Hotfile case illustrates, the 
importance of reasonable implementation of a “repeat infringer” policy in determining eligibility for 
safe harbor protection should not be underestimated in seeking to successfully address online 
copyright infringement.60    

 
To remedy these deficiencies, legislation or regulation should define two key elements. 

First, it is necessary to clarify what constitutes a “repeat infringer,” possibly through a combination 
of factors that include a qualifying number of rights holders’ notifications that flag the subscriber as 
the source of identified infringing materials or activities on multiple occasions. Second, it is 
necessary to clarify the circumstances or conditions under which a service provider may terminate, 
or suspend, the subscription or account of a confirmed repeat infringer, including whether such 
termination or suspension requires some kind of administrative or judicial process to adequately 
assure due process rights for such persons.     

 
To ensure “reasonable” implementation of the adopted repeat infringer policy, a service 

provider should be required to arrange and operate its site or system to accurately identify the 
suspected person and connect such person’s online activity to the infringing material or activity 
alleged in a rights holder notification.  To this end, a service provider should adopt procedures to  
 

• collect and retain records documenting multiple and repeated instances of 
infringing action by a subscriber or account holder based on such person’s user 
identification. Records should be kept in a manner that enables such actions to be 
identified to the same person despite that person’s use of different user names or 
different accounts;  
 

• notify subscribers and account holders who have been identified as  having engaged 
in infringing activity, and warn them of the potential consequences for their 
subscriptions or accounts;  

                                                        
60 See Disney Enter. v. Hotfile Corp., No. 11-20427, 2013 LEXIS 172339, at *76-77 (S.D. Fla, Sep. 20, 
2013) (“Here, the scale of activity - the notices of infringement and complaints from copyright 
holders - indicated to Hotfile that a substantial number of blatant repeat infringers made the system 
a conduit for infringing activity. Yet Hotfile did not act on receipt of DMCA notices and failed to 
devise any actual policy of dealing with those offenders, even if it publicly asserted otherwise. lt has 
presented no evidence to show that the small number of removals that did occur were for any 
reason other than threatened Iitigation or by court order. lndeed, it has been unable to point to a 
single specific user who was terminated pursuant to its policy of manual review and exercise of 
''discretion.'' Documents and statistics indicate that there was never any realistic threat of 
termination to Hotfile's users, whose activities were protected by the company's indifference to 
infringement notices. In sum, regardless of official policies forbidding infringement, Hotfile did not 
significantly address the problem of repeat infringers. This renders Hotfile's policy legally 
insufficient under Section 512(i).”).  
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• provide such persons an opportunity to challenge the purported facts on which the 

“repeat infringer” allegations are based (i.e., a counter notification process of sorts); 
and  

 
• establish the prescribed notification process for informing a rights holder about 

repeat infringing activity and the service provider’s response to it.   
 
Per the requirements of Section 512(i)(1)(A), a service provider that fails to adopt and  

reasonably implement a repeat infringer policy as defined above should be ineligible for safe 
harbor protection, and thus liable for all applicable infringement remedies. It should not be 
permissible for a service provider to shift all responsibility for identifying repeat infringers to 
copyright owners and assert, as Sprint currently does in its automated response to Section 512(c) 
notifications, that it “will make no effort to connect multiple individual complaints or notices.”61 

 
VI. Standard Technical Measures 
 

In addition to requiring that service providers adopt and reasonably implement a repeat 
infringer policy, Section 512(i)(1) also requires that service providers accommodate and not 
interfere with “standard technical measures” in order for a service provider to qualify for the safe 
harbor limitations on liability.62  Section 512(i)(2) defines such “standard technical measures” as 
those that “have been developed pursuant to a broad consensus of copyright owners and service 
providers in an open, fair, voluntary, multi-industry standards process,” are “available to any 
person on reasonable and nondiscriminatory terms,” and “do not impose substantial costs on 
service providers or substantial burdens on their systems or networks.”  Unfortunately, no such 
“standard technical measures” exist today as the voluntary multi-industry standards process 
Congress called for to undertake this standard-setting exercise never occurred.   

 
Clearly, this requirement in the statute indicates that Congress sought to encourage and 

incentivize the use of technical measures to address online infringement; in fact, it can be 
reasonably asserted that only the absence of the requisite consultative multi-industry process has 
prevented the use of such technical measures from becoming a standard feature of online 
availability of certain copyrighted works, with such use supported by service providers as a 
requirement for their eligibility for safe harbor protection.    

 
The provisions in Section 512(i)(1)(B) and (2) strongly imply that Congress assumed such  

“standard” technical measures would be those “used by copyright owners to identify and protect 
copyrighted works.” Nevertheless, in order to effectively help address the problem of online 

                                                        
61 See email from Sprint to Mark Monitor regarding McGrawHill 222122402520 Copyright 
Infringement (dated Feb. 25, 2016) (on file). 

62 See 17 U.S.C. § 512(i)(1)(B) (2011). 
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infringement, it is necessary that filters and other technologies used by service providers to identify 
protected works and prevent their initial or repeated unlawful uploading work in combination with 
the statutorily-mandated technical measures. To the extent that filters can identify works through 
filenames, hash marks and other metadata identified from the originally infringing file, or through 
digital watermarks or “fingerprints” supplied by copyright owners, the need for and utility of 
standard technical measures to combat online infringement cuts in both directions, making the 
Congressional call for “an open, fair, voluntary, multi-industry standards process” as part of the 
enactment of the DMCA both prescient in its desire for collaboration and unfortunate in its 
assumption that diverse stakeholder interests would engage, rather than thwart, the conduct of 
such a process as a “voluntary” exercise of common interest. 

 
Despite the failure to convene the kind of standards process that Congress sought, it should 

not be difficult to achieve the legislative vision for the deployment of standard technical measures. 
And, while no “standard” technical measures of that kind currently exist, various options for the use 
of technical measures have been extant for at least a decade and are currently being employed by 
certain online sites to identify and flag potentially infringing content, and prevent their re-upload.63  
Existing technical measures could be useful frameworks to build upon should the multi-industry 
standards process eventually occur, perhaps as a recommendation by the Copyright Office 
stemming from this inquiry.  In other proceedings, AAP has suggested that such an exercise might 
be best undertaken under the auspices of the National Institute of Standards and Technologies 
(NIST) or another government body with the requisite technical expertise to identify and/or devise 
a range of technically feasible and economically reasonable generic technical measures,  which 
service providers can customize or otherwise adapt to reduce infringements occurring on their 
platforms without materially impeding their legitimate functionality.64   

 
VII. Remedies 

 
a. Although Untested, Section 512(J) Offers Potentially Meaningful Relief Against 

Sites Which Have Business Models That Rely On Infringement. 
 
As the limited injunctive relief provided under 512(j) has never been tested, an accurate 

statement regarding its sufficiency and effectiveness cannot be made.  Where Section 512(j) has 
arisen in the course of litigation, the actions of the target service provider essentially rendered 
moot the relief sought.65  However, the primary impediment (or inefficiency) to seeking injunctive 

                                                        
63 See discussion of the Notice-and-Takedown Process supra Section II. 

64 See Section 512 of Title 17: Hearing Before the Subcomm. On Courts, Intellectual Property, and the 
Internet of H. Comm. on Judiciary, 113th Cong. 260 (2014) (statement of the Association of American 
Publishers for the hearing Record), available at https://judiciary.house.gov/wp-
content/uploads/2016/02/113-86-87151.pdf. 

65 See generally Complaint, Arista Records, Inc. v. AT&T Broadband Corp., No. 02 CV 6554 (KMW) 
(S.D.N.Y. Aug 21, 2002).  

https://judiciary.house.gov/wp-content/uploads/2016/02/113-86-87151.pdf
https://judiciary.house.gov/wp-content/uploads/2016/02/113-86-87151.pdf


    

26 
 

relief under Section 512(j) would seem to lie in its applicability only to service providers that have 
been found to be: (1) secondarily liable for infringement occurring on their systems but (2) 
protected from monetary liability by the safe harbor protections in Section 512.  The costs and risk 
inherent in the implied requisite conditions to bring a suit against a service provider for 
inducement, contributory infringement, or vicarious liability provide strong disincentives to 
attempting to seek such injunctive relief.  As such, the utility and effectiveness of the provision for 
purposes of pursuing legal action to address the posting of infringing material online is unknown. 

 
In the specific case of “structural infringers” mentioned above, however, AAP believes that 

Section 512(j) can provide a meaningful remedy to rights holders. Structurally infringing sites 
employ business models that attract unauthorized uploading, re-uploading and public “sharing” of 
copyrighted works on an unprecedented scale. Under such a business model, even where the site 
complies with takedown requests and qualifies for DMCA safe harbor protection, the result is, at 
best, a temporary disruption in the continued availability of infringing content. For these structural 
infringers, a court, under section 512(j)(1)(A)(iii), can order any “other injunctive relief as the court 
may consider necessary to prevent or restrain infringement of copyrighted material,” if such relief 
is “the least burdensome to the service provider among the forms of relief comparably effective for 
that purpose.”66 Service providers can comply with this limited injunctive relief by adopting 
commercially reasonable and effective technical measures or other measures the court may 
recommend to prevent or decrease re-uploads of the same works to the site.67 
 
Conclusion 
 

In enacting the DMCA, Congress crafted a carefully balanced process for addressing online 
infringements through cooperation between rights holders and ISPs. However, the Internet 
envisioned by Congress in 1998 is a far cry from the complex digitally networked environment that 
exists today.  Congress did not anticipate certain aspects of the current Internet ecosystem that 
have evolved to facilitate the proliferation of large-scale infringement. AAP believes that it is time to 
                                                        
66 17 U.S.C. §512(c) and §512(j) provide that courts can grant injunctive relief even if monetary 
relief is precluded by the safe harbor.  17 U.S.C. §512(c)(1) states that “[a] service provider shall not 
be liable for monetary relief, or, except as provided in subsection (j), for injunctive or other equitable 
relief.” (emphasis added).   17 U.S.C. §512(j) states that “[t]he following rules shall apply in the case 
of any application for an injunction under Section 502 against a service provider that is not subject to 
monetary remedies….” (emphasis added).   

67 This suggestion stems from German case law, where a site or service that operates or is 
structured in a way that increases the likelihood that it will be used for infringement has an 
increased obligation to take measures to prevent infringement.  This “proportionality test” under 
German law requires that the ISP take measures that are proportionate to the likelihood of 
infringement by or through the ISP, taking into consideration the cost and effectiveness of the 
measures.   This test was used in a suit brought by book publishers in Germany against Rapidshare, 
and resulted in Rapidshare ultimately adopting a filter to limit infringement of books on its service. 
See Translation, Bundesgerichtshof [BGH] [Federal Court of Justice] Aug. 15, 2013, I ZR 79/12 (Ger.) 
(on file). 
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seriously consider revising and refining the Section 512 framework and its notice-and-takedown 
process. The Copyright Office’s inquiry and resulting report will presumably identify the areas in 
need of revision and make recommendations to Congress on how to improve the operation of 
Section 512 so that it accomplishes the goals outlined by Congress when it first sought to establish 
the framework for promoting content creation and dissemination in the digital environment.  This 
is a welcome first step and AAP and its members look forward to participating in this process. 
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